
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10 Lessons Learned from Real-World Experience  

Many organizations invest considerable time, money and effort in developing Crisis 
Response and Business Continuity (CRBC) plans, only to have them fail at a critical 
time, usually during a disaster response. To learn about failed plans, I interviewed 
a number of risk and crisis managers as well as business continuity professionals. 
While not the result of scientifically based research, this anecdotal information 
provides valuable lessons learned from real-world experience. 

Lesson 1:  CRBC leaders sometimes develop “crisis response arrogance” 
The CRBC role within an organization is very different from most operational 
positions. It is highly specialized and focuses, in large part, on how to 
protect and rescue employees in a disaster situation. To centralize this 
responsibility, some organizations will appoint only one person to develop 
and maintain the CRBC plan. This unique role and responsibility—including 
reporting relationships with senior management and the specialized nature 
of the work itself—can sometimes over-inflate an ego, creating a “crisis 
snob” who is overly confident about his or her ability and importance. If this 

Why Crisis Response and Business Continuity Plans Fail 
 

 



 www.blackswancrisissolutions.com 

individual has the chance to effectively respond to a crisis, a “danger of 
success” scenario may ensue, further inflating his or her ego. 

Such an attitude typically alienates and annoys co-workers to the point that 
an effective disaster response may be sabotaged. To prevent this situation: 

 Screen CRBC leadership candidates carefully for maturity and check 
references on past behavior. 

 Consider appointing a CRBC team instead of an individual. 
 Monitor group behavior and feedback during drills and exercises, and 

correct inappropriate behavior as soon as it occurs. 

Lesson 2:  Attempting to create the perfect structure for  
responding to every contingency is futile 
Some planners try to create a structure to address every possible risk. This 
usually takes the form of multiple templates for every plan component, 
including incident response and long-term recovery. Typically, these 
planners have some knowledge of plan development but often lack actual 
crisis response experience. 

The problem is that no two crises are alike. The unique circumstances of a 
given crisis will drive the specifics of the necessary response. As a result, 
having very detailed CRBC plans may look great in a binder or on a 
computer screen but these plans may not be applicable in an actual crisis 
where events are unpredictable. 

Planners need to take a lesson from the commercial aviation industry, which 
is more prepared to deal with a crisis than any other commercial sector. The 
state-of-the-art in airline crisis response is to have plans in checklist format 
with broad, open-ended directions that can apply to a plane crash, natural 
disaster, public health concern or technology interruption. Aviation industry 
planners realize that, since every crisis is different, the key to an effective 
response is recruiting the right employees to the crisis response team and 
training them to be flexible and prepared to deal with ambiguity.  

Lesson 3:  Too often, plans are not built around the  
unique circumstances of the organization 
While writing this article, I Googled “business continuity” and stopped 
counting at 50 web pages of resources. Most offered some type of template, 
so for as little as $50 I could immediately receive a business continuity and 
disaster management plan for my organization. I merely had to fill in my 
company name. 

Very detailed CRBC 
plans may not be 
applicable in an actual 
crisis where events are 
unpredictable. 
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This certainly is an inexpensive and easy way to develop a business 
continuity plan, and it may be attractive to organizations that have 
compliance requirements and limited budgets. However, there is one 
significant problem: crisis response and business continuity planning is not a 
“one size fits all” process.  

The most effective plans are created around the unique circumstances and  
culture of an organization and take into account such things as company 
mission, products, locations, types of employees, leadership, ownership, 
regulatory requirements, etc. Customizing the plan to the specific 
organization also ensures greater employee ownership in a crisis situation. 

Lesson 4:  CRBC plans often fail to address the safety of human capital 
Many CRBC plans focus almost exclusively on systems and operations. 
This may be a throwback to the early days of disaster recovery when the 
focus was entirely on information technology. But in disasters of the past 
dozen years, going back to the 9/11 attacks, greater appreciation has been 
given to viewing employees as a major organizational asset and workforce 
continuity as an important component of the CRBC plan. 

Supporting the resilience of employees has taken on major importance, and 
provisions for workforce continuity—including Employee Assistance 
Programs, flexible scheduling and emergency leave, low interest home 
repair loans, etc.—are becoming part of CRBC plans. In addition, 
organizations should consider proactive safety planning such as emergency 
action plans that include evacuation, shelter-in-place and lockdown annual 
training and drills. 

Lesson 5:  CRBC plans rarely address both strategy and tactics 
I have reviewed CRBC plans that contain sound high-level strategic 
direction, and I have reviewed tactical plans that are action-oriented and that 
identify specific response and recovery steps. Only occasionally have I 
reviewed CRBC plans that include both strategy and tactics.  

An effective plan will incorporate both a top-down (strategic) and bottom-up 
(tactical) approach. The strategic plan will provide direction for senior  
management in making big picture decisions about how the crisis is 
managed.  
This will include determinations of resource allocation, staff deployment, 
public relations, etc. The tactical plan will identify specific steps for 
restoration and recovery of mission critical activities, mostly organized as 
departments and usually conducted by subject matter experts.  

An effective plan will 
incorporate both a top-
down (strategic) and 
bottom-up (tactical) 
approach. 
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Having a CRBC plan that has strategic as well as tactical guidance ensures 
everyone is moving in the same direction with clear expectations and 
effective communication. 

Lesson 6:  There is a lack of necessary redundancy in many CRBC plans 
An effective CRBC strategy will have redundancy in three areas—staffing, 
systems and operations. In an ideal plan, key staff will each have two 
trained back-up personnel. Systems will have back-up power (UPS and 
generator) and may have emergency remote hot sites that can be activated 
immediately upon the failure of the primary site. Operational redundancy will 
include alternate business locations or plans for employees working 
remotely. All redundancies should be tested at least annually.  

This approach represents an ideal starting place. However, given resource 
limitations, most organizations make adjustments based on their available 
finances. 

Lesson 7:  Organizations must recognize that employees  
might be the first responders in a regional crisis 
Many people believe that when a crisis occurs they can dial 911 and help 
will quickly arrive. That may be true if the crisis is confined to one building. 
However, if the crisis is regional, such as a severe weather event or a 
terrorist act, the usual first responders—police, fire and emergency medical 
personnel—will be in great demand and spread very thin.   

As a result, employers need to build “organic resilience,” the ability to 
respond quickly with internal resources. This is accomplished by preparing 
employees to act as first responders for up to 24 hours following a 
community disaster. This practice can prevent further injury and property 
damage by actively controlling the situation until community responders 
arrive on scene. 

Lesson 8:  Too often there is no clear ownership of  
plan maintenance, training and testing 
An organization can have the best CRBC plan in existence but unless 
someone (or a team) is assigned responsibility for maintaining it, the plan 
will quickly become irrelevant and obsolete. The tasks of annually reviewing 
and updating the plan, leading refresher training and conducting annual 
drills must be formally assigned and become part of the individual’s or team 
members’ job responsibilities. This practice will ensure that the plan remains 

If a crisis is regional, 
the usual first 
responders will be in 
great demand and 
spread very thin.   
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current, the workforce is trained in its execution, and that key employees 
participate in an exercise to test the plan’s functionality. 

In addition, the responsible person(s) should schedule annual evacuation, 
shelter-in-place and lockdown exercises for all employees. This practice will 
help workers remember the steps to avoid injury during a critical event.  

Lesson 9:  CRBC plans must coordinate with community  
police, fire and emergency medical agencies 
All organizations rely on community responders to assist in a crisis. Yet 
most never proactively involve these same agencies in plan development 
and testing. If a crisis occurs, this can result in significant challenges related 
to cooperation and coordination. 

An effective solution is to invite first responder agencies to: (1) review your 
plan and make recommendations, (2) have a presence in annual plan 
execution training, (3) participate in annual drills and exercises, and (4) 
retain copies of facility blueprints. This approach will result in productive 
working relationships during a real crisis and avoid a potentially chaotic 
scenario (such as meeting the police and/or fire chief for the first time while 
in the midst of mayhem and confusion).  

Lesson 10: After a large-scale crisis, recovery will lead to a “new normal” 
People frequently talk about recovery and getting their organization “back to 
normal.” What they fail to realize is that a major crisis will alter employees’ 
view of their environment, meaning that a new normal will emerge. This new 
normal emerges from the shattered sense that one is safe and secure, 
combined with increased sensitivity to threats and risks, both real and 
imagined.  

The reality is that a major crisis will alter employees’ perceptions regarding 
the safety of the workplace, which may change their behavior. Managers 
must be aware of this probability and be trained and prepared to assist 
employees with this challenging transition.  

 Conclusion 
Trial and error learning can be effective. However, it is far less traumatic to 
learn by the mistakes of others. By considering and acting on these real-
world lessons learned, your organization may be more effective and efficient 
in creating and implementing a sound Crisis Response and Business 
Continuity plan. 

A major crisis will alter 
employees’ view of 
their environment, 
meaning that a new 
normal will emerge. 
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Black Swan Solutions assists organizations in preparing for, responding to and 
recovering from the human impact of crises. Our turnkey approach integrates 
the expertise of experienced, masters-prepared professionals with state of the art 
technology. We mitigate organizational risk by ensuring that people get timely 
and accurate information, as well as the human support they need during and after 
a crisis. In responding to crises ranging from data breaches to mass casualty 
events, our client organizations, among the most recognized brands in the world, 
rapidly communicate with stakeholders, demonstrate compassion for victims, and 
protect their reputation.  For more information, visit 
www.blackswancrisissolutions.com. 
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