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Putting Plans Into Action:
Speeding Response with Data,

Locally and Globally

Jack Briggs, Vice President for Global Resiliency and Security
Anne-Marie McLaughlin, Director, Emergency Management and
Continuity

ke New York University’s Global Footprint

* 15 Campuses in 11 Countries
* 60,000+ Direct Constituents

» Highest Number of International
Students in America

« Sends more students abroad
than any other American
University

8,700+ Travelers to 120
Countries in 2017
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Collaborative, Coordinated Activities
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Value of Plans

Some Context

* Recently Established

« Existing Institutional Plans

* Evacuation Plans

* Continuity of Operations Plans

* NYC

» Abu Dhabi and Shanghai
* Global Academic Centers

« |TDR Plans
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NYU | Seperimentor NYU Continuity

Business Continuity (BC) is defined as the capability of the organization to continue delivery
of products or services at acceptable predefined levels following a disruptive incident.

FROM: TO:

A Emergency Response

Emergency Response
/ Crisis Management / Crisis Management
Business

Business

/ Recovery / Recovery

I
»

I Time Time

Activity
Activity

w

NYU Esgﬁcrt?;gttyof NYU Continuity

. What is Critical

. What is Needed

. How to Recover
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Loss of People Loss of Place Loss of Power Loss of Tech

Anything that might Anything that might Any utility outages Anything that might

affect staff’s ability affect the space that might interrupt prevent access to

to perform critical where critical critical activities. systems, internet

activities. activities are and/or applications.
performed. Examples:

Examples: * Power Outage Examples:

* Flu Examples: * Water Outage * Network Failure

* Transportation + Building fire  System Failure
* Pipe burst

Teaching
Research

Public Service

Global

Resilient Continuity
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Data-gathering for

Resilient

Continuity Resilient Continuity

Leadership

Staffing Budget Authority Comms

Data Gathering - Information and Mitigation
Situational Awareness

Multiple Platforms and Software Systems

Customized Global and Domestic Analytic Products

24/7/365 in coordination with Global Communications
Center

e Sy Global Security Operations Center

Support local site staff in notification of and situational awareness
during an event

Event monitoring for events with large NYU presence

ArcGIS virtual mapping platform
A network of 3000+ cameras
Analysis subscription services

Risk assessments & regional outlooks

Trip planning and support

Safety and security information and communications

Insight on potentially disruptive events (i.e protests)

Design indicators to monitor a situation for escalatory triggers
Forecasted impacts from major geopolitical developments

2/25/20
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Data Gathering and Execution

Data Gathering- Data
Execution

* Notification

* Protective Actions

+ Alerting

* Impact Assessment
* Business Continuity

What do we know?

What don’t we know?

What are we doing about it?
Who else needs to know?

Emergency Management and Continuity - @

0 x X
NYU Properties #20942538 . wsP

11

Department of
Public Safety

NYU

Immediate Notification

Notification

Sources:

« NYU DPS
Post/GAC

+ Callsto GCC

* Government-
issued alerts
(NWS,
NYCEM,DHS/
CISA, NYPD,
OSAC)

* Dataminr

Terror Attack Kills 8 and
Injures 11 in Manhattan

> T«;norAttackin lnwerMﬂnhuIan;{!‘l
Scared. I'm Scared.” ——

IDF airstrikes hit 15 sites in
Gaza after 2 rockets fired at
Israeli cities

S— 00000

——

» Citizen App
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Dataminr

Pilot Is Killed in Helicopter Crash

on Roof of New Yo

Ehe New Hork Times

rk City Building

1 v e »
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Fire on Second Floor of High-
Rise Building

Report of Man Robbed at Kni...

Large Group Fighting in Rest...

NEW YORK %

Citizen App
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Decision-Quality Information
SitRep Example:
Middle East Tensions January 2020
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Begent Developments in MENA

i

Map of J-Term Trips and Students Registered in NYU Traveler through 24 January 2020
' y

NYU
Abu Dhabi
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NYU Department of Public Safety
January 24,2020 12:00 PM

Recent Developments

* Nationwide anti-US demonstrations are
occurring in Baghdad, Iraq and multiple
southern provinces

What We Know

o Iran appears satisfied with its retaliation and
no further direct strikes are forthcoming
although attacks by proxies may continue

*  No US military actions against Iran are
expected

* Relations will return to the status quo,
although the future of the JCPOA (2015 Iran
Nuclear Deal) remains in doubt

* Iranian cyber-attacks against US will continue
but predominately in the financial sector

What We Don’t Know

* Rocket attacks may continue by Iraqi Shia
militias, but will likely be staged to avoid US

casualties
What We're Doing
Legend |
@ HemTrps

@  Fesistered Travelers (non-credit bearing)

o Tracking for further developments

governments

*  Collaborating with partners including Drum
Cussac, U.S. State Department, local

For further questions, please contact OPS at travelsa

afety@ovy ed
Information current as of: January 24, 2020 12,00 PM
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Metrics

* Critical Functions
by RTO

* Critical Functions
by Location

* Recovery
Strategies by
Impact Type

* Peak Impact

* Remote Work

» Vital Records

* Recovery
Strategies

+ Building Status

+ Classroom
Populations

Different Locations Started
with Different Plans
Transition

Coordination with ITDR —
* Abu Dhabi

* Shanghai
* New York City

‘m‘
O

soese s 00l
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ITDR Grouping

SUPPORTING

Teaching and

Research

Business Capabilities / Functions (Stratification )

Organization

Student Life and Career

Campus Facilities

Management

Leamning Services Management
Research % Extra Career Card Services Design and : Building Attract
= Initiation Communications Curricular Services Build Management
ikt Activities Develop
Support e Safety and Envkonmental | Fire and Life
2 Physic
. Execution Mentonng Student ‘S“_V_"“ al Safety Safety il
Curnculum Residental cuy % Engage
Development = Org Services Compliance Building
,(;u.npllanct Performance Event Information -
e Management Student Management Retain
Health Students
Data . 3
Teach Management University Information Technology Financial Management
Outreach Enroliment Management
Faculty AIIUMM Data and Digital Financial Budget
Development Analysis Communications Accounting | Management
Recrutment | Admissions
Faculty Bio Data Information M A
Information Management Information Infrastructure
management N Security Investment Procure to
i Stewardship Financial Aid Academic Management Pay
@ Management | Records
Relention Gift Management Integration Risk
M. Risk Management
Manage Career L Student Student Vendor Treasury
Trajectory Marketing and Billing Advisement Management
rajectory Engagement Management Service Software
Management Development

Human
Resources
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Suggestions — Group by Operation Synergy

Admission &
Financial Support

Academic High Performance Public Affairs &
Administration Computing Communications
Government Affairs

Finance

Campus Life Research

Finance — Budget

Health & Wellness Office

Finance — Controllers

Office of Dean of
ice of Dean o Offica

Students
Finance — Supply

Campus Chain

Operations
Environmental
Health & Safety
eI
Management

Public Safety

Public Safety

Transport

Provost Finance &
Administration
ERB - Lab
Operations

Office of the Provost

Program Services

Housing & Dini

Core Tech. Platform

Administration

Logistic &
Procurement

Office of Sponsored
Research

IT

Information
Technology

Academic
Technology

HR

Faculty HR Affairs
Compliance Risk
Comp., Benefits, HRIS Mgmt.
and Peoplelink

Relations & Compliance

Engagement

Risk

Immigration &
Mobility Services

Talent Acg. &
Manpower Mgmt

Management Team

Office of Grad. &
Post-Doc Affairs

Office of General
Counsel
Global Education
and Outreach
VC Office -
Bookstore

18
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T2

Admission &
Financial Support
Government Affairs

HR

Academic High Performance Public Affairs &
Administration Computing Communicat

Campus Life

T3

Finance Research

Finance — Budget

Health & Wellness Office

Core Tech. Platform

Finance — Controllers
Office

Office of Dean of

Students Administration Faculty HR Affairs

Finance — Supply
Chain

Compliance Risk
Comp., Benefits, HRIS Mgmt.
and Peoplelink

Office of General
Counsel
Global Educati
and Outreach

Logistic &

Campus
Procurement

Operations
Environmental
Health & Safety
Facilities
Management

Relations & Compliance

Engagement

Office of Sponsored

Public Safety Research

Bookstore

Risk

Public Safety Immigration &

Mobility Services

Talent Acg. &
Manpower Mgmt

IT

Information
Technology

i ™ Provost Finance & Academic
e i Administration Technology

Program Services ST

Management Team

ERB - Lab
Operations

Office of the Provost

19
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y NYU Department of NYU Department of Public Safety
Public Safety February 1, 2020 12:00 PM
Novel Coronavirus in China Recent Developments
Caisi Conficial by Chifisé GoWFRIGE as of Fobruy 1'st 12 am EST «The Trump Administration declared a public health emergency and announced that
effective 5 pm tomorrow, 2 February it will bar non-US citizens who recently visted
Total Death: China from entering the country, with exceptions for those with family in the Us.

H @ertiis] «  Additionally, the Trump Administration will ask that US citizens arriving from China be
self-quarantined for 14 days and report regularly to their local department of health
I * Vietnam announced it will stop all fights to and from China
e ‘Qatar Airways

What We Know

«  CDCis at Level 3: Avoid Nonessential Travel

« US State Department Travel Advisory Level 3: Reconsider Travel

 shanghai government ordered local businesses to remain closed until February 10

« Additionally, Shanghai mandated that all schools and universities remain closed until
17

« Tebruary. US Department of State allowed for the voluntary departure of non-
‘emergency personnel and family members of U.5. government employees from
Embassy Beijing and Consulate General Shanghai

What We Don't Know

 The virus was first reported in December 2019 and is not well understood by the
medical community

«  China's health minister said the coronavirus is increasing in virulence and now could
be contagious even before people exhibit symptoms, making apparently healthy
people possible carriers

* WHO and CDC have both confirmed human-to-human transference outside China

What We're Doing

« Tracking for further and ith provid
representatives for additional information and insight
20 =  Collaborating with the Student Health Center, 0GS, OGP, and NYU Shanghai

For further questions, please contact DPS at travelsafety@nyu.edu
Information current as of: February 1, 2020 12:00 PM
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February 1, 2020

The following ace a st of indicators Wacking sNCant escalasons in the spread and health risk
from the Novel Coronavinus. The below chart acks each Indicator and whother of not it has.
been observed

US State Department ranes traved advisory level & recommending that

American citizens 40 not travel to maintand China
China suspends transportation beyond Wuhan and Hubel proviece

COC ralses alest level 10 Level 2: Practice Enhanced Precautions for Shanghal
(roised to Level 3: Avoid Noaessentiol Trover)

Human to human virus transmission is confirmed by COC and WHO (WHO
S1ated that human.-to human tronsmasion oXcurred utside Chinor

WHD declares public heath emergency

Contirmed cases in Shamgh exceed 1,000 |
China Closes Of restricts 3cCess t0 public 59aCes in Shanghal 10 contain spread of
vings

Multiple ce Urge wale quarantnes e imposed cutside of Mubes 1
US higher education institutions cancel travel programs in Shanghai (Several US
Universities ore prohibvting undergrodudte trave! to Ovna)

US higher 60ucation InsEAULIONS 53 public Statements to take sIgaficant
action to mitigate health risks

COC raises alert level 10 Level 3: Avoid Nonessential Travel for Shanghai
{roised t0 Leve! 3: Avoid Nonessentiol Trove for ofl of China) |
Commercial fights suspended to/Trom Shangha (corriers hove concelled or are
reducing fiights due to less demand)

Government offcils deciare  State of Emergency In Sharghas

Transportation Is suspended within Shasghai 1o inchude outbound travel
(portially multiple flghes toyfrom Shangho are concelied or suspended)

US EMBAssy OF wiitern Qovernments evacuate non-eisential personnel from
Shanghal and Besjing (fomdy ond nos emesgency are voluntorify departing)

A case of Coronavieus s not directly reated to Wuhan confirmed in exthes NYC.
Washington OC, o Los Angeles

A cave of Coronavirus not drectly related 1o Wuhan is confemed in Abu DRabl
or any international oty that hosts an NYU Global Academic Center

New York City declaes 3 Pbic Health Emerpency due 10 Increasing confirmed
cases

11

Student Heath Center reports coofirmed Cases among the NYU community in
esther NYC or & global kocation

For further questions, please contact DS at |

21
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Exercise: Pandemic Scenario

Global Functional
Exercises

Shanghai
Abu Dhabi
HSEEP

Technology

22
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Continuity Plans
NYU Shanghai IT
NYU Shanghai HR
NYU Shanghai
Finance

NYU Shanghai

Recovery Strategies

Alternate Services 7
Research Telecommute 6
NYU Shanghai Paper Process 5
Student Life . Backup network 5
NY.U. Shanghal Relocate-rent 2
Facilities . Relocate-on campus 2
NYU Shanghai Cross train staff 2

Public Safe

Tatal
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NYU Shanghai BCP Overview

No Entry I 4
No I 23
Yes I 37

0 10 20 30 40

30
25
20
15
10

111

0 —

Critical High  Immediate Low Medium
m Breakdown of RTOs
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—Overview

1.Security Service - Patrol
and Response

Low Staffing

—)

2. Transportation Service -
Shuttle Service

Loss of Space

3.Security Service - Fire
Prevention

>

Loss of Network
Control

5. Environmental Health and
Safety

6.Command Center Loss of Network
Service Loss of Power
7.Security Service - Priority

Area Surveillance Loss of Network

Recovery Strategies

BCP in NYU Shanghai Public Safety

Essential Vendor

Alternate Services :>Shanghai Security Service

Cooperation

Alternate Services Shanghai Yufeng Bus Rental

Company

Yingshuo Fire Engineering
Company

ICD Security Solutions

Shanghai Foreign Service
(Group) Co., Ltd

Telecommute

Telecommute

shanghai security equipment

Telecommute Developing Engineer

24
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RESILIENT NYU

Thank You

Contact:

Jack Briggs, Vice President,
Global Resiliency and
Security
Jack.Briggs@nyu.edu
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March 15-18, Orlando

Anne-Marie McLaughlin, Director,
Emergency Management and Continuity

AMclLaughlin@nyu.edu
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