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a Disaster Recovery Test

Playbook to conduct a
successful and efficient

Disaster Recovery Test
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Why DR Test?
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Plan “Viability”
Task Sequencing & Dependencies

Collaboration & Communications

Manageability

Gap Analysis — Assumptions, RTO, Staff
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Why DR Test - Plan “Viability”

Activation in Different Scenarios
Plan Objective / Scope
Assumptions

Resource Planning

RTC vs. Recovery Time Objective
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Why DR Test - Plan Activation - Scenarios

4 [= Scenario

2 95 Cyber Security Incident Scenarios

:I'ffp Crisis Management Activation Scenarios
%= CMO1: Crisis Communication - External
%= CM02: Crisis Communication - Internal
= CM03: Crisis Communication - Regulators

.tl'ffp Business Continuity Scenarios

:I'ifr IT Service Continuity [ Disacster Reacowery
= DRO1: Production Data Center {PDC) Recovery
%= DRO2: Data Center Failover: CAM to MEM
= DRO3: Data Center Infrastructure Restore
&= DR.04: Tier 0 App Restores
%= DROS: Tier 1 App Restores
= DRO&: Mainframe Sys:A Restore

¥ Facilities / Site Incidents

Software for Enterprise BCM
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a Disaster Re covery Test

Why DR Test - Task Sequencing & Dependencies
Infrastructure Dependencies
Internal & External Dependencies
Tasks Workflow / Playbook
Task Duration

Task Assignment - Resource
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Plan Task Sequencing
&

Recovery
Team

Time
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Plan Sequencing - External Dependencies
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a Disaster Recovery Test
Why DR Test - Collaboration & Communications
Task Handoffs

Resource Activation
Real-Time Task Status

Issue Management

Updates & Reporting
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The Stakeholders

Recovery
Teams

Complete Tasks to

Testers
- Service is up

Recover Systems

Incident
Commanders

Activate Plans &
Manage Incident
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Executives
plication Sr. Managers
anagers Are we

done yet?

Monitor Systems
Recovery Status
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Real-Time Task Status

PLAN EXECUTION

&

- 0‘?&.
e,

R .
“DRJ
% j

57 (/ B

TASK STATUS

Ready

Not Ready
In Progress
Completed

Halted

<:> Skipped
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a Disaster Re covery Test

Why DR Test - Manageability
Monitor, Measure - Manage
Monitor Plans/Infrastructure/Services
Measure Real-time Progress
Issue Management

Dashboards
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a Disaster Recovery Test

Monitor, Measure - Manage

SERVICES

100%
End-User
Certification

Infrastructure
Restore
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a Disaster Recovery Test

Why DR Test - Gap Analysis
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Plan Assumptions

Scenarios

Dependencies — Cl Relationship
Resource Planning

Recovery Time vs. RTC History
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DR Test - Test Types

Plan Walkthrough — Individual Plan
Tabletop Exercise

Simulation w/ Alt Infrastructure

MM +1(905)677 - 0404 | eBRP.net Software for Enterprise BCM



L OV
¥ %

x ":’r
DRJ

SOLUTIONS Orchestrating
a Disaster Recovery Test

DR Test — Phases
Objective Setting
Test Preparations
Exercising

Reporting Outcome
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DR Test Phase — Objective Setting
Management Objective
Scenarios / Plans
Infrastructure Systems

Applications / Services / Interfaces

Establishing RTC vs. RTO
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Application — Dependency & Interfaces

D, &

Cloud ‘ Interfaces

Storage
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DR Test Phase — Test Preparation
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Plan Content Review

Inter & Intra Plan Dependencies
Interface Dependencies
Resource (Staff) Planning

Logistics
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DR Test — Test Preparation

DR Test Preparation

—
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In-Scope

Plan Review

Logistics

W Infrastructure Systems
v Applications [ Services
¥ Interface Dependencies
v Plans

Includes:

v Valid Instructions
v Task Durations

- ¥ Task Intra-Plan Sequencing

v Tasks & Inter-Plan Dependencies
¥ Attached Reference Documents
V' Recovery Teams

M Meetings and Notifications
W Participant Shift Schedules
M Travel and Lodging

™ Food and Refreshments

v Infrastructure DR Plans
v’ Application Validation Plans
v End-User Acceptance Test Plans

Is:

Complete
Accurate
Up-to-date
Actionable
Manageable
Approved

SRR

Software for Enterprise BCM
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DR Test — Test Preparation
&

Recovery
Team

Time
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DR Test — Test Preparation
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DR Test — Test Preparation

Network
Windows
AWS

App Test
EndUsers

STAFF SCHEDULE
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a Disaster Recovery Test
DR Test Phase — Exercising /Orchestrating
Setup EOC / NOC
Plan & Resource (Staff) Activation
Task Allocation & Management
Issue Management

Event / Time Tracking
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DR Test Lifecycle
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Exercising — Plan Activation

RecoveryPlans () | L ][

[ WorkArea Plans |

ponse

| Incident Management Plans | | | | D

A | i >
P ﬁ O O 00 Time
Incident =0
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Exercising — Task Allocation & Management

PLAN EXECUTION TASK STATUS

] Ready
A\ B Not Ready
A4 B n Progress
B Completed

B Halted

<> Skipped
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Exercising - Monitoring & Measuring
You can't manage what you don't measure
Infrastructure - Servers / Storage / dB
Plan Completion Status
Application Restoration Status

Estimated Recovery Time vs. RTO
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57 q 9

DR Test Phase — Monitoring & Measuring

Infrastructure - Servers / Storage / dB

Servers

M Restored ! In Progress
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DR Test Phase — Monitoring & Measuring

DR PLAN MONITOR
100%

S0%

WINDOWS
NETWORK
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DR Test Phase — Monitoring & Measuring

SERVICES

100%
End-User
Certification

Infrastructure
Restore
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RTO TRACKER

Actual
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DR Test Phase — Reporting Outcome
% Completion — Infra / Plans / Services
RTC vs. RTO (history)
Plan Completeness
Staff Skill / Proficiency

Issues & Gaps
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a Disaster Recovery Test

Orchestration — Complex Systems
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Technology
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Orchestration

Arrangement, Inherent Intelligence
Coordination & Management
Automation for complex systems

Minimize Manual intervention
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SOLUTIONS Orchestrating

a Disaster Re covery Test

Orchestration

Software System / Platform
Purpose Built for DR Orchestration
eBRP Suite - CommandCentre

Command, Control & Communications
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Orchestration - Arrangement, Inherent Intelligence

= @ Infrastructure DR Plans
#\A00 Infrastructure Facowvery - Start
2 %02 TO Dizaster Recovery Command Center Infrastructure
i ?{IE TO Disaster Recovery Command Center
2810 Eal Datapower Flan
e @ 15 Enterprise Database
=R ) Enterprise Systerns Contral
2 T 25 Mainframe
B B 30 Network
2 % 35 Nebwork Security
& B 40 SAP Basis
# T 45 24D Datzbaz=
2 T 50 Storage 204R
= @ 55 Storage Plan
= B 60 TSM
& %65 Unix
2 T 70 windows/ Linus
3 \[195 Infrastructure Recovery - End
# @* Application DR Plans
3 g Client Test Plans

BE +1(905)677 - 0404 | eBRP.net Software for Enterprise BCM



@bLbrp

SOLUTIONS

Orchestrating
a Disaster Recovery Test

« [@ Plan
= @ Infrastructure DR Plans
= [.EI[I{I' Infrastructure Recovery - Start
= @UE TO Disaster Recovery Command Center Infrastructure
# ™03 TO Disaster Recovery Command Center
=% 10 A1 Datapower Flan
w815 Enterprise Database
#2% 20 Enterprise Systems Control
= @25 Mainframe
& B 20 Network
= T 35 Network Security
@ ™ 40 54P Basis
@ T 45 5P Datzbase
= T® 50 Storage 204R
2 T 55 Storage Plan
@50 TSM
@ %65 Unix
= 7 70 Windows/ Linux
Bl 1 Windows Recovery - Start
2 E 2 Config Management Systems
& 2.1 WM Hosts
&5 2.2 vCenter
Ei 2.3 wRanger
& 2.4 VPN
&) 2.5 Metscaler
Bl = Windows - Powershell Script
= B 2 Windows Tier 1 Recovery
= a 5 Windows Tier 2 Recovery
= B & Windows Tier 2 Recovery
Bl 93 Windows Recovery - End
= 53 Infrastructurs Racowary - End
@ g® Application DR Plans
@ g® Client Test Plans
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Orchestration — Plan Scope
e AN

General  Description  File [ Scope® | Archive®  Action
-

1 - 20 {2a3) Scope

Entity Type Entity Name Entity 1D Entity Grou
Server aixdcl177 e9bdRafBEf74ad402a02f017ad3eed27 Unizx
Server aixdc253 98fb44786ff0ad 40220201 7adZeeddb Unizx
Server aixdc253 2925407 chf42540bfb 038 fae3ecdds Uniz
Server aixdc263 b75ccB346f382940bfb0a3E aeead Unizx
Server aixdc263 4d4284f06ff0ad402a02{01 7adZeed 57 Unizx
Server aixdc200m 58f11e4bef75a2B80ch7822300b32e48b Unizx
Server aixdcd0im 932730106 3416005=f2883e6b3a4T8 Uniz
Server aixdc201m fad3d41c6fdc1 600f97d0246eb32a430 Unizx
Server aixdc202m b827d0dcef1416005ef2882ebb3eedcd Unizx
Server aixdc202m 1ae1520bef752280ch7822300b3 2436 Unizx
Server aixdc403m 9%cd9b56fh20640bfblaz8fae3eed 51 Unizx
Server bnaplt002 Bf5fctebhf2424402a02f01 7ad3eed18 Linus
Server campld001 401d125c6feee140bfb0azBfacIeedla Linusc
Server campld002 3bad529c6f2ead002a02f017ad3eed28 Linus
Server DMAP2 Eaixacl43 Bf9a173befSaa240ch78e2300b32es 57 Application
Server DMAPZ Eaindcl43 27=Bcdf536febhcBch 7822300032402 Application
Server dmaplooo2 20802240621 62883=f2883e6b322495 Linusc
Server ecdcadms05 E01dcB7chfflad402202f017ad32=475 Windows
Server ecdcamsadms01 e43cacT 36f742d402a02f0172d3ea4c5 Windaws
Server ecdcamsftpmstl 6ddelfadeffebl184f2334achbbIeadif Windows
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Orchestration - Scenarios

4 [= Scenario

2 95 Cyber Security Incident Scenarios

:I'ffp Crisis Management Activation Scenarios
#= CM01: Crisis Communication - External
%= CM02: Crisis Communication - Internal
= CM03: Crisis Communication - Regulators

.tl'ffp Business Continuity Scenarios

:I'ifr IT Service Continuity [ Disacster Reacowery
= DRO1: Production Data Center {PDC) Recovery
%= DRO2: Data Center Failover: CAM to MEM
= DRO3: Data Center Infrastructure Restore
&= DR.04: Tier 0 App Restores
%= DROS: Tier 1 App Restores
= DRO&: Mainframe Sys:A Restore

¥ Facilities / Site Incidents

Software for Enterprise BCM
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Orchestration — Mobile Accessibility

8:56 AM

Task List

i Assigned to Me
J Ready for Assignment
J Completed

e
x___g;’ Logged in Users

‘ Not Ready
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"1+ Q4 2019 DR Exercise v1 (High)(65)

1 Q4 2019 DR Exercise v1 (High)(3)

1l 70 Windows/Linux 1l 70 Windows/Linux

& 04 DR Test

W [l VM Hosts
vCenter
& [ vRanger
[ ven

&€} 04 0R Test

Wi
N a4
g B
s =
F| x
g 2

iy
T [T
N AV

1111

|| o}
v

Dn Netscaler Complete
=
Release
Assign to Me Revise

=g >

[ | B Critical Infragtructire: OAS

l Cancel I I Cancel I
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In Conclusion
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Disaster Recovery Test

Build Skills & Muscle Memory
Awareness & Visibility
Program Credibility

Be Prepared
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Thank You
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