


Playbook  to conduct a

successful and efficient

Disaster Recovery Test



Why DR Test?

Plan “Viability”

Task Sequencing & Dependencies

Collaboration & Communications

Manageability

Gap Analysis – Assumptions, RTO, Staff



Why DR Test - Plan “Viability”

Activation in Different Scenarios

Plan Objective / Scope

Assumptions

Resource Planning

RTC vs. Recovery Time Objective



Why DR Test - Plan Activation - Scenarios



Why DR Test - Task Sequencing & Dependencies

Infrastructure Dependencies

Internal & External Dependencies

Tasks Workflow / Playbook

Task Duration

Task Assignment - Resource



Recovery

Team

Plan Task Sequencing



Plan Sequencing - External Dependencies



Why DR Test - Collaboration & Communications

Task Handoffs

Resource Activation

Real-Time Task Status

Issue Management

Updates & Reporting





Real-Time Task Status



Why DR Test - Manageability

Monitor, Measure - Manage

Monitor Plans/Infrastructure/Services

Measure Real-time Progress

Issue Management

Dashboards



Monitor, Measure - Manage



Why DR Test - Gap Analysis

Plan Assumptions

Scenarios

Dependencies – CI Relationship

Resource Planning

Recovery Time vs. RTC History



DR Test - Test Types

Plan Walkthrough – Individual Plan

Tabletop Exercise

Simulation w/ Alt Infrastructure

-

-



Objective Setting

Test Preparations

Exercising

DR Test – Phases 

Reporting Outcome



DR Test Phase – Objective Setting

Management Objective

Infrastructure Systems

Applications / Services / Interfaces

Scenarios / Plans

Establishing RTC vs. RTO



Application – Dependency & Interfaces



DR Test Phase – Test Preparation

Plan Content Review

Inter & Intra Plan Dependencies

Interface Dependencies

Resource (Staff) Planning

Logistics



DR Test – Test Preparation



Recovery

Team

DR Test – Test Preparation



DR Test – Test Preparation



DR Test – Test Preparation



DR Test Phase – Exercising /Orchestrating

Setup EOC / NOC

Plan & Resource (Staff) Activation

Task Allocation & Management

Issue Management

Event / Time Tracking



DR Test Lifecycle



Exercising – Plan Activation



Exercising – Task Allocation & Management



Exercising - Monitoring & Measuring

You can't manage what you don't measure

Infrastructure - Servers / Storage / dB

Application Restoration Status

Estimated Recovery Time vs. RTO 

Plan Completion Status



DR Test Phase – Monitoring & Measuring

Infrastructure - Servers / Storage / dB



DR Test Phase – Monitoring & Measuring



DR Test Phase – Monitoring & Measuring





DR Test Phase – Reporting Outcome

% Completion – Infra / Plans / Services

Staff Skill / Proficiency

RTC vs. RTO (history)

Issues & Gaps

Plan Completeness





Orchestration – Complex Systems



Orchestration

Arrangement, Inherent Intelligence

Automation for complex systems

Minimize Manual intervention

Coordination & Management



Orchestration

Software System / Platform

Purpose Built for DR Orchestration

eBRP Suite - CommandCentre

Command, Control & Communications



Orchestration - Arrangement, Inherent Intelligence





Orchestration – Plan Scope



Orchestration - Scenarios



Orchestration – Mobile Accessibility





Build Skills & Muscle Memory

Program Credibility

Be Prepared

Awareness & Visibility

Disaster Recovery Test



Thank You


