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FIGHTING CYBER ATTACKS 
REQUIRES MORE THAN SECURITY –
IT REQUIRES CYBER RESILIENCY
Patrick Potter, RSA

C O N F I D E N T I A L
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ABOUT THE 
SPEAKER

Patrick Potter
Digital Risk Solutions, RSA
Patrick has spent over 30 years leading risk management 
programs as both a practitioner and consultant. He currently 
works at RSA developing digital risk solutions for organizations 
of all size and maturity.
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NOTPETYA – THE MOST DEVASTATING 
CYBERATTACK IN HISTORY

It was a perfect sunny summer afternoon in 
Copenhagen when the world’s largest shipping 
conglomerate began to lose its mind…
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NOTPETYA – THE EFFECTS

• SW vulnerability of billing software 
• Minutes to compromise an organization

• Hospitals, six power companies, two airports, 
dozens of banks, ATM and card payment 
systems, transportation and more  

• Circulatory system of the global economy itself, 
was broken

• Objective of Destruction vs. Ransom
• $10 billion in total damages

• Lack of Cyber Recovery Plans
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THE THREAT LANDSCAPE IS EVOLVING

1. Cyber attacks and data breaches
2. IT and telecom outage
3. Adverse weather/natural disaster
4. Critical infrastructure failure
5. Reputation incident
6. Regulatory changes
7. Lack of talent/key skills
8. Supply chain disruption
9. Interruption to utility supply
10.Political change
January 2019, the Business Continuity Institute (BCI) 
Horizon Scan Report for 2019

Ransomware has  
increased 

118%

McAfee Labs Threats Report, August 2019
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RISK 
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WHAT ARE THE 
CHALLENGES?
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MODERNIZATION

Digital 
Business

IoT

Social 
Media

Cloud

Robotics
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MODERNIZATION

Digital 
Business

IoT

Social 
Media

Cloud

Robotics

Hackers & 
Malware

Vulnerabilities

Phishing

MALICE
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MALICEMODERNIZATION

MANDATES

Digital 
Business

IoT

Social 
Media

Cloud

Robotics

Hackers & 
Malware

Vulnerabilities

Phishing

Regulatory 
Change

Corporate 
Governance

GDPR

Privacy
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§ Organizations must be “always on” for customers, their 
workforce and partners

§ Digital transformation is creating more complexity
§ Resiliency teams are siloed with different priorities
§ Teams have disconnected strategies and approaches that don’t 

build business resiliency
§ Organizations are not building cyber resiliency

CHALLENGES TO BUILDING BUSINESS RESIL IENCY
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TODAY’S PROCESSES…

Outdated 
reporting

Manual
processes

Lack of 
ownership

Information 
silos

Inconsistent 
controls

Limited risk 
visibility
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TODAY’S PROCESSES…

Inaccurate 
insights & 

misinformation

High costs 
& inefficiency

Unresolved 
issues

Disconnected 
data & lack of 

context

Holes 
& gaps

Poor business 
decisions
& missed 

opportunities
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To avoid being disrupted by cyberattacks and other disruptions, 
organizations must transform from just being “recoverable” to being 

resilient – and this requires a change in priority and approach.
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WHAT’S NEEDED TO 
CLOSE THE GAP?
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Devices

Applications

Business Processes

Product/Services

Facilities

Information

Business Hierarchy

Contacts

BIA

STEP 1: DRIVE CONSISTENT PRIORITIES

Risk 
Identification 

and 
Assessment
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BIA

DR Plans

BC Plans

STEP 2: ALIGN BUSINESS, IT DR and DATA 
RECOVERY

Third Parties’ 
BC Plans

Plan Activation
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Breach
Management

Cyber / Incident 
Investigation and 

Response

STEP 3: BUILD CYBER RESILIENCY

Plan Activation
Incident 

Response
Crisis 

Management

DR Plans BC Plans

Third Parties’ 
BC Plans

BIA

Security 
Incident 

Monitoring

Access and 
Authentication
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CYBER RESILIENCY IS MORE THAN IT DR

Disaster Recovery Cyber Resiliency
Recovery Time v Close to Instant v Reliable & Fast 

Recovery Point v Ideally Continuous v 1 Day Average

Nature of Disaster v Flood, Power Outage, Weather v Cyber Attack, Targeted

Impact of Disaster v Regional; typically contained v Global; spreads quickly

Topology v Connected, multiple targets v Isolated, in addition to DR

Data Volume v Comprehensive, All Data v Selective, Includes Foundation SVCs

Recovery v Standard DR (e.g. failback) v Iterative, selective recovery; part of IR
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WHY DOES THE COMBINATION OF SECURITY 
AND THIRD-PARTY RISK MATTER?

SECURITY RISK MANAGEMENT

LANGUAGE NIST CSF, ISO 27001 Manage Digital Risk With a 
Unified, Phased Approach ISO 31000, COSO ERM

KEY INPUTS Threats & Vulnerabilities Business Context & 
Potential exposures Likelihood & Impact

MODE Tools & Tech Data-driven, Contextual Conversations & Committees

MEASUREMENT # of attacks averted; # of 
vulnerabilities found; # of … Risk Quantification $$$ of loss exposure

MODE OF OPERATION Defense in Depth > 
Contain What Matters Digital Risk Management 3 Lines of Defense 

(working together) IRM

ATTITUDE Don’t take any chances Know What Risks Matter Manage uncertainty

CORE GOALS Keep the bad guys out Enable the Business –
be a positive force for transformation Keep the business out of trouble
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Ø Gain objective insight into your third-party 
security performance and IT landscape

Ø Perform third party portfolio wide diagnostics 
and prioritizations

Ø Allocate risk resources to where they are 
needed most - high value, low performing 
vendors

Ø Engage vendors with accurate, actionable 
security performance insights and corrective 
actions

Ø Continuously monitor vendor security 
performance

Ø Triage and remediate critical vulnerabilities
Ø Optimize use of analysts time and outside 

auditor resources

THIRD PARTY SECURITY RISK MONITORING

22



2/26/20

12

2323

INTEGRATED RISK MANAGEMENT

STRATEGIC OBJECTIVES

OPERATIONAL RISK

SECURITY RESILIENCY COMPLIANCE3RD PARTYIT AUDITORM
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Risk 
Assessment

Cyber Incident 
Exercises/Testing

READINESS STARTS WITH ASSESSMENT
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Risk 
Assessment

Cyber Incident 
Exercises/Testing

CYBER RECOVERY AND BREACH REMEDIATION
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Risk 
Assessment

Cyber Incident 
Exercises/Testing

GETTING STARTED – BASELINE AND IMPROVE
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CYBER RISK IN FINANCIAL TERMS

P r i v a t e  a n d  C o n f i d e n t i a l

Cyber Risk 
Quantification
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2828 RSA Digital Risk Report - Sept 2019
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https://www.rsa.com/content/dam/en/white-paper/rsa-digital-risk-report-2019.pdf
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FINAL THOUGHTS

ØStart at the top - Demand oversight by BoD. In organizations with 
BoD oversight, resiliency improves

ØCoordinate across risk and security, business and IT, 3LOD

ØEvaluate the maturity of your cyber resilience capabilities

ØAutomate to manage the governance process and lifecycle
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