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Post-Disaster Recovery
Things You Must Consider After Failing 
Over To Your Recovery Environment
Joseph George, VP, Product Management, 
Global Recovery Services  & 
Dr. James Stevens, Director, MRP Service Management Europe
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Overview 

Have you really 
recovered? Are your 
applications up and 

running? Is your data 
synchronized? 

Can you run 
production in your 

recovery environment? 
Have you planned for 

post-recovery 
production tasks?  

What failback 
scenarios should you 
plan for? How do you 
fail back? Where do 

you fail back to? 
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How important is to plan for 
disaster and post-recovery ? 
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Global risks:  World Economic Forum (2019 vs 2020) 

https://www.weforum.org/reports - Global Risk Perceptions Survey 
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Sungard AS disaster declaration analysis (2019)
Air Conditioning 

Outage 1%
Bomb Threat / 
Terrorism 1% Explosion 3%

Fire 7%
Flood 11%

Gas Leak / Chemical
1%

Hardware / Server 
Failure 3%

Hurricane 1%

Malware / Virus 2%

Network / Internet 
Outage 14%

No Access to Building 
/ Evacuation 11%

Other 2%

Phone Outage 5%

Power Outage / 
Electrical 19%

Tornado 2%

Strike / Protest 8%

Water Line 
Break/Leak/Outage

8%
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Have you really recovered?  Are 
your applications up and 

running? Is your data 
synchronized? 
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Have you really recovered? 

• Even if your servers have been recovered, is your infrastructure connected and 
accessible?   Common areas of post-recovery activities:

Network Configuration

IP Address 
Configuration 

Security / IP Address 
White Listing

DNS Configuration

Identity & Access Mgmt 
(IAM) Configuration 

Firewall Configuration

Connected & 
Accessible 

Infrastructure

e.g. Public IPs, Hard-coded IPs 
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Data synchronization post-recovery 

Last snapshot / copy 
of data for recovery 

Disaster Event

Recovery Time Objective (RTO)

Recovery Point Objective (RPO)

Recreate Lost Transactions and Newly Stockpiled Transactions

S
Y
N
C
H
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O
N
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Z
A
T
I
O
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Resume 
Business 

Operations

Resume
IT Services

• Have you established a process to recreate lost 
transactions or is that data unrecoverable?  

• Can you afford the level of data loss that your 
recovery technology RPO’s dictate? 

Restore 
Infrastructure &  

Applications

Restore Data Network 
/ Connectvity

IT Services Recovery

8



3/19/20

5

9© 2020 Sungard Availability Services, all rights reserved 9© 2020 Sungard Availability Services, all rights reserved

Data synchronization post-recovery 

Last snapshot / copy 
of data for recovery 

Disaster Event

Recovery Time Objective (RTO)

Recovery Point 
Achieved

• Recreating Lost 
transactions between 
last data snapshot and 
the disaster event 

• One approach is 
maintaining  
transaction logs

Recoverable
Transactions 

Unrecoverable
Transactions 

Resume Business 
Operations

• The business may be 
operating with manual 
processes during recovery –
You need to import those 
“stockpiled” transactions

• Have you accounted for data 
synchronization process as 
part of your business RTO?  
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Can you run production in 
your recovery environment? 
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Running production in a DR environment 

Sungard Availability Services Privileged and Confidential 

Physical 
Servers

Virtual  
Servers

Host 

Production 

DR Environment

• What type of performance and scale is achievable in your DR environment?  Will 
Minimal Acceptable Recovery Configuration (MARC) support full production? 

• E.g. Storage type: Magnetic storage (SATA or SAS) vs. high performance SSD
• Physical production servers running on virtual servers in DR
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Post-recovery production tasks 

• Are you ready to run post-recovery production tasks? Who is responsible for them?  
Have you identified applications that support these tasks in your recovery plan? 

Monitoring 

Security
“Recovery is about speed and 
production is about security” 

Software 
Licensing  

Support 
Agreements

Is monitoring in place and 
configured correctly? 

Backups / Data 
Protection

Are backups configured? Do you 
have backup peripherals / storage? 

What are the licensing 
requirements on new servers? 

What impact is there to your 
support agreements? 

Compliance Can you meet your 
compliance requirements?
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How do you fail back? Where 
do you fail back to? 
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Failback – Where do you start?  

• Now that you’ve been running production for a while in your recovery environment,  
how do you get back home? 

• Planning failback scenarios:  Range of options from a temporary failure to building a 
DC from rubble? 

• Will you figure things out when you are impacted by a disaster - or do you 
have a high-level plan or at least an overall strategy in play? 

• A DC build out / procurement of new gear can be a very involved process 

• Technically:  Are you protecting your data (replication or backup) from your 
recovered environment so you can failback to production?  

• Will you have to rearchitect legacy applications before failback e.g. application 
that runs on the End of Support Windows 2003 server 
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Other failback considerations 

• Data synchronization – capturing transactions from your recovered environment

• More complicated in the event of a partial failover 

• May involve manual processes such as offloading data to disk / encrypting and 
sending back 

• Accessing backups that ran while in DR mode (Needed for compliance purposes) 

• Can you keep your daily backups there until your retention periods expire? 

Plan ahead - ensure you are replicating / backing up data from your 
recovered environment so you can failback successfully 

15

16© 2020 Sungard Availability Services, all rights reserved© 2020 Sungard Availability Services, all rights reserved

In Conclusion …

16



3/19/20

9

17© 2020 Sungard Availability Services, all rights reserved 17

Summary 

Have you really 
recovered?  Can 

business users access 
and use applications? 

Plan for data 
synchronization 

Ensure recovered 
environment can 

operate at production 
scale.  Plan for tasks 
such as monitoring, 
security and backup. 

Plan for multiple 
failback scenarios. 

Cloud recovery 
technologies provide 
automated failback 

capabilities.   
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joseph.george@sungardas.com
james.stevens@sungardas.com

“Successful disaster recovery and post-recovery planning requires 
maintaining a healthy level of pessimism bias”
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