
Naveen Chhabra
Senior Analyst – Infrastructure & Operations

IT Resilience: 
State And Opportunities

1

Agenda

Research study objectives, methodology
Research findings
Future outlook

2



3

Forrester + DRJ - Joint research initiative

• BACKGROUND
• Forrester/DRJ partnership
• 1st study began in 2006, this is the 10th annual study
• Each year, the study focuses on the state of either ERM, BC, or IT DR
• Detailed findings are presented at the DRJ Spring and Fall World
• Executive summaries of all prior studies are available at drj.com

• OBJECTIVES
• Provide insights into evolving best practices in org structure and skills, process, technology 

etc.
• Provide data for peer comparison
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Study methodology and demographics

METHODOLOGY
80 online surveys (DR decision-makers / influencers)
• 30 Self-selected Forrester & DRJ members
• 50 survey respondents through a survey provider

EMPLOYEES
• 4   (5%)      Fewer than 99
• 2   (2%)     100 to 499
• 5   (6%)      500 to 999
• 31 (40%)    1,000 to 4,999
• 21 (26%)    5,000 to 19,999
• 17 (21%)    20,000 or more

OTHER DEMOGRAPHICS
• Predominantly North America
• A variety of industries
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Preparedness shows high optimism levels…

38%

42%

20%

How would you rate your ability to recover your data center in the event of a site failure or disaster event?

Very prepared
Prepared
Somewhat prepared

Base: 61 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey

... but not enough support from the people, process and technology standpoint
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4%

4%

5%

8%

23%

58%

No, we have no formal DR program in  p lace, but we are implementing one
in the next year

We have several  si los of DR planning by IT function, geography, or
business unit but they are not connected by a single program

We have several  si los of DR planning by IT function, geography, or
business unit but they are not connected by a single program.

We have several  si los of DR planning by IT function, geography, or
business unit guided by a single DR program di rector or head

We have several  si los of DR planning by IT function, geography, or
business unit guided by a single DR program di rector or head.

We have a formal DR program, including a di rector or similar role , who
heads DR p lanning across the enterprise

Do you have a formal disaster recovery (DR) program in place?

Silos

Most DR programs are centralized, but silos still exist

Base: 80 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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Most DR programs report into IT…

14%

1%

4%

5%

5%

5%

10%

16%

40%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Did not answer

Enterprise arch itecture

Technology risk

Storage manager or di rector

Business continui ty

Office of the CRO

Infrastructure and operations

Office of the CISO

Office of the CIO

Into what function/role does the head of the DR program report?

Base: 80 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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…but not high enough within the organization

4%

4%

5%

29%

48%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Did not answer

More than two leve ls below C-level  or equivalent functional head

Two levels be low C-leve l or equivalent functional head

One level be low C-leve l or equivalent functional head

C-level  or equivalent head of the functional  area (e.g., COO)

To which level within the organization does the head of disaster recovery directly 
report?

Base: 80 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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Half or more don’t 
practice the process 
frequently

How often do you update the business impact analysis? 
How often do you review the risk assessment? 
How often are your disaster recovery plans updated? 

Base: 69,70 and 72 global IT disaster recovery influencers and decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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DR test frequency – Still a way to go…

3%

1%

1%

1%

10%

18%

25%

4%

14%

15%

6%

0% 5% 10% 15% 20% 25% 30%

We don’t test 

Mul tiple  tests but no full  test

Tabletop simulated test

at least 5 years have passed since our last test

Less than once per year

Once a year

Twice a year

More than twice per year

Once a quarter

Once a month

DR tests are executed as we implement a major change

How many times per year do you a conduct a full test (a live or simulated failover of all infrastructure at a 
given site) of your disaster recovery plan(s)?

Base: 74 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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Base: 40 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey

Firms not aware of the total cost of downtime

40%60%

“Do you know the total cost to your company of your last 
declared disaster?”

Unaware of the total cost
Aware of the total cost
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1

11

12

13

17

17

19

20

20

23

23

24

Other (please specify)

Regulatory fine

Partner fine/compensation (e.g. SLA viola tion)

Loss of employee morale

Reduced market valuation

Loss of partner trust/confidence

Lost employee productivity

Loss of customer trust/confidence

Lost business opportunities (e .g. failed acquisi tion, fa iled…

Damaged corporate reputation

Customer compensation (e.g. free services or products, re funds etc.)

Lost revenue (permanently lost, not deferred)

“As a result of your most significant disruption, which of the following turned out to be the 
greatest impacts to your organization?” Select top 5 responses.

Base: 40 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey

Revenue, Customers and Corporate Reputation is Lost
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Lack of automation, communication, outdated plans play spoilsport. 

20%
20%

23%
23%
23%

25%
28%
28%
28%
28%

30%
30%

33%
35%

38%
43%

45%

Plans not easi ly accessible
Lack of Leadership

Not knowing when to “declare” a disaster and execute a recovery

Service provider was unresponsive
Lack of Staff

Insufficient testing and overal l preparedness
Staff not knowing their roles during the recovery process

Insufficient p lanning for the specific scenario
Service provider did not meet expectations

Limited budget/resources
Lack of communication between recovery staff

Staff not ava ilable  to execute recovery p lans
Plans not up to date wi th  current envi ronment

Mismatched business expectations with IT capabi lities
Plans not useful  for actua l recovery process

Lack of communication between IT and the business
Recovery workflows are manual and not automated

What were the biggest challenges you faced when recovering from your most recent disaster or major business 
disruption? Select top 5 responses.

Base: 40 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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“What is driving the need to improve your disaster recovery capabilities?” Select top 5 responses.

16%

21%

22%

26%

28%

33%

34%

34%

36%

40%

41%

47%

53%

Past Disaster Event

Merger/acquisition that had li ttle  to no DR process

Geo-poli tical Disturbances

Regulatory or Legal Drivers

Increased attention from leadership

New systems/infrastructure that are critica l to  company success

Increased risk (i.e. from natural  d isasters, man-made disasters etc.)

Entering new market/region

Connection to corporate risk management function

Fiduciary responsibil ity to stakeholders, employees, partners,…

Cost of downtime

Improving the availabil ity o f a specific mission-critica l application.

Requi rement to stay online and competi tive 24X7

Base: 58 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey

Competition, mission-critical apps and cost of downtime 
drive DR investments
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Base: 72 global IT disaster recovery decision makers.
Source Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey

10%

8%

10%

7%

11%

28%

26%

Few applications run in an active-active setup

Not yet, but intend to

This is not in tended stra tegy/approach

Yes, it takes more than 12 months

Yes, every 12 months

Yes, every 6 months

Yes, every 3 months

“Does your organization do a full site failover to run production 
from the alternate data center?”

Workload rotation gaining popularity
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10%

67%

15%

7%
1%

“For workloads that are running in the public cloud, have you incorporated them 
into your IT DR planning?”

Yes, we failover to a different cloud provider

Yes, we use d ifferent avai lab ili ty zones of the
same cloud provider

No, but considering including those

No

No, the public cloud workloads are not included
in the DR program

Firms include public cloud into DR planning

Base: 72 global IT disaster recovery decision makers.
Source Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey
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37

24
18 18

“What was/were the cause(s) of your significant disaster declaration(s)  
or major business disruption?” (Multiple responses accepted)

Technology failure 
(hardware or software) Cyberattack by 

malicious outsiders
Power 
failure

Network 
failure

Base: 40 global IT disaster recovery decision makers. 
Source: Forrester Global The State of IT Disaster Recovery Practices and Preparedness, 2020 Survey

Cyberattacks increasing cause of outages. 
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Cyber-Attacks Make It To The Top 5 Global Risks

Source: World Economic Forum “Global Risks” 2019 report: 
http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf
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World Economic 
Forum list Cyber-
attacks In List of Top 
10 Global Risks in 
Terms of Likelihood 
And Impact

Source: World Economic Forum “Global Risks” 2019 report: 
http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf
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Protection, Detection & Recovery From Ransomware 
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Recovery Readiness
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If I were to travel now

If my data center fails now
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If I were to travel on Monday morning as I 
arrive from NY

I am driving and am mid-way; traffic pattern 
changes
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Image Source: www.youtube.com
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Visibility 
Improves
Confidence

While Lack 
Of Visibility 
Impedes
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Thank You.

Naveen Chhabra 
@naveenchhabra
nchhabra@forrester.com
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http://forrester.com

