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Over 15 Years of Experience:

 Building Business Critical
Applications

« Delivering Large-scale SaaS
Solutions

* Understanding Highly Regulated
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' About Me

Areas of Focus:

* Business Critical Application
Availability & Performance

* Cloud Cybersecurity & InfoSec
+ Critical Event Management

Jennifer Sand

Vice President, Product Management
Everbridge
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. A Simple Value Proposition

A

CRITICAL
EVENT
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Most Common Critical Events

F Ml ‘“‘From which of the following types of critical events
ORRESTER has your company suffered in the past 24 months?”

9, Natural disaster/extreme /¢ A . ]
? 33 weather - ) 23 Executive protection threat

o/, Theft of physical/ o . g
ﬁ 28 7 2 23 70 Brandl reputational crises

intellectual property

- 04 IT failure of a business- A e .
gé 25 critical system Gl 22 Supply chain disruption
24% Cyberattack g 1 4% Terrorism or acts of terror

* 24% Utility outage \‘“ 11% Active assailant

14 critical S at enterprises with global operations
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Managing Critical Events: Why Is It So hard?

What's Do we/ What do we/ How did

happening? should we should we do? we do?
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Is it a reliable source? « Employees, Visitors, "~ « Identify appropriate plan * Post-mortem report
+ What type of Contractors, Travelers * Activate response team - Generate RCA

disruption? + Buildings, Assets, « Notify impacted « Compliance
« Where is it? Suppliers, Partners stakeholders, employees « Performance
* When did it happen? * Impacted Customers, * Keep execs informed assessment

* How severe? (=i « ldentify improvements
* Response teams, LoB

The more time, the greater the impact to people, assets and operations




What Managing Critical Events Really Means?

ASSESS

Context and
Severity

4

Know What Is
Happening or May
Happen.

%everbridge’

LOCATE ACT

Identify Stakeholders Manage Response
and Assets

Identify Who Is Inform, Notify, Rally,
Impacted, Needs to Collaborate,
Know and Can Help. Mitigate, Fix,
Recover.

ANALYZE

Performance

Report, Comply,
Learn, Improve.
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What Managing Critical Events Really Means?

ASSESS

Streamline critical Context and
event response and
accelerate resolution

%ov@rbridge’

Severity

ANALYZE _~

Performance
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Cross Domain Use Cases

<)

Busi_nes.s Life IT Services Supply Chain Emergency
Continuity Safety Disruptions Risk Communications
| | | | |

' Types of Critical Events

« Critical Events »

& Major
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|ldentify
Stakehol

@ and Ass

ASSESS

Context and
Severity

Identity



.Assess: Alert, Context , and Reference Data Sources
CONTEX

TERROR PUBLIC
CRISES
TORNADO DRI
INTERDICTION
.
CLINICAL AVIATION
DISCHARGE INCIDENT
FOOD & DRUG MICRO-
INCIDENT PHONE
[ -]
© B (2]
INDOOR / BLACKLIST
PERIMETER
CAMERA

WILDFIRES |

-———

WINTER
INCIDENT

SYSTEM
ALERT

AMBER
ALERT

SMOKE
SENSOR

B
B
|
A

ALERT

20 &

HURRICANE

OUTBREAK EARTHQUAKE

gla

CYBER

OUTAGE

Y]

SYSTEM TWITTER FL HAZMAT SUPPLY
WARNING INCIDENT — CHAIN
o |
. \\“ r_1
L 4
FIRE ACTIVISM GANGS VOLCANO LICENSE
— PLATE
READER
@ @
BORDER IT TICKET PHYSICAL PRODUCT NETWORK
SECURITY ACCESS RECALL ACCESS
THERMO- DENIED WEARABLES CBRNE ID
METER PARTY DETECTOR VALIDATION
SCREENING

ccTv

SOCIAL
MEDIA

AIRPORT

Ty

WEATHER

NIXLE
ADVISORY

MAP
IMAGERY

COUNTRY
RISK
PROFILE

REFERENCE

68 6

ENERGY EDUCATION
LAW WATER
ENFORCEMENT
N

EMERGENCY  CHEMICALS
MANAGEMENT

TRANS-
PORTATION

GEOGRAPHY

BANKING/ CONSUMER
FINANCIAL  ATTRACTIONS

13

LOCATE

ldentify
Stakeholders
and Assets




' Identify and Locate

PEOPLE

Who's Who
impacted? can help? to know?

Who needs

ASSETS & RESOURCES

M 4
ol

What'’s What What needs to
impacted? can help? be updated?

15

Manage
Response
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ANALYZE

Performance
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Critical Event

Management
PLATTFORM

CE

Everbridge CEM
is always on.
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ASSESS

Context and
Severity

A

LOCATE

Identify

Stakeholders
@ and Assets

ACT

Manage
Response

ANALYZE

Performance
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Questions
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