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SESSION AGENDA

• Identify critical risks that matter

• Criteria to prioritize:  most to least critical

• Define the risk as an asset, vulnerability or threat

• Approaches to mitigate critical risks
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PARTICIPANT EXPECTATIONS

This is about You! 

• What do you hope to learn today?

• Industry sectors;  Years of experience

• Interactive - Q&A as we go
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WHAT IS RISK

• What is Risk to you?

• How is Risk used in your program?
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WHAT IS RISK

How do your Program risks (BC, DR, EM/IM/CM) 

align with C-Suite risks and Mission Statement? 
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DRJ Glossary
• Potential for exposure to loss 

which can be determined by using either 
qualitative (#) or quantitative ($) measures.

• Combination of the probability of an incident and its consequence
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EVOLUTION OF RISK
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Hazard Risk Emergency Disaster Catastrophe

Term Definition

Hazard A source of danger that may or may not lead to an emergency or 
disaster.  -- National Governors Association 1982

Risk A risk is represented by the likelihood of the hazard leading to an 
actual disruption and the resulting impact should it occur

Emergency A product of a realized hazard, typically characterized as a situation 
exhibiting negative consequences that requires the efforts of one 
or more emergency services – Fire, Police, EMS, Public Health or 
other – to manage

Disaster The response to an emergency exceeds the capabilities of 
established emergency services in one or more critical areas such 
as shelter, fire suppression or mass care for a particulate local 
government or region.

Catastrophe The response requirements in one or more areas are unable to be 
met at all levels of government.  
Usually requires a response at the national level
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RISK ASSESSMENT

The overall process of 
• Risk Identification
• Risk Analysis
• Risk Evaluation
DRJ 2018

A systematic approach to identifying hazard or risks
that are most likely to have an impact 
on a facility and the surrounding community. 
HHS.gov 2017 (HVA)
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ASSET

Types of Risk 
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Logical
• Network 
• Data Center
• Data, backup tapes 
• Servers
• Access controls to servers, data, application

Facility
• Entire Facilities Risks
• Dept, Floor
• Equipment
• Specialty equipment (MICR ink printer)
• Organization Mission Statement

Intellectual Property (IP)
• Algorithms
• Sales & Pricing Books
• Product knowledge
• Copywrite, proprietary 

8
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VULNERABILITY

Inherent vulnerabilities just by doing business  
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Vendor 
• Target Breach – HVAC backdoor vulnerability
• Partners – Gov’t esp.
• Network Access
• VPN, Citrix
• Pen Tests 

Outsourced Vendor
• Data Center, Call Center
• Security, IT
• Developers
• Payroll, Xerox, Janitorial
• Amenities – coffee, vending, catering

Other
• Credential sharing, Tailgating
• Clients
• USB, External drives
• Cyber attack; other external actors
• Technology – apps, software, OS, patches, virus, equipment 
• Outlook Web Access; BYOD – MDM (Mobile Device Manager)
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THREAT

Eliminating risks involves reducing threats and vulnerabilities  

• Threats originate outside a system
• Vulnerabilities are an inherent weakness of a system
• Vulnerability is used to create a real threat to a system
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THREAT – EXTERNAL

Security Risks
• Policy
• Privacy
• Passwords
• Computer Theft
• Blackmail
• Social Engineering
• Terrorism
• Virus 
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Physical Risks
• Badge Access
• Tenants, Neighbors
• Airport, Docks, Trains
• Employees, Visitors, Vendors
• Active Shooter
• Kidnap & Ransom

Cyber Risks
• Malware / Adware
• Keylogger
• Virus
• Firewalls
• Social Engineering
• Phishing
• Ransomware 
• Mobile & the Cloud
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THREAT – EXTERNAL

Phishing Risk
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Mitigation
• Desktop/PC

à Click on the Email icon

à Forward to Phishing@company.com

• Mobile device
à You clicked on it, now it’s on your device, within your corporate email.   
à Forward to yourself, now it’s in your personal email, tablet, or pc.

12
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COMPLACENCY

Complacency  
• That’s the way it’s always been

- Formal or informal acceptance 
• This will never happen to me/us - Denial
• That belongs to someone else, not me!

- Lack of ownership, avoidance
• It was reported 

- Assuming it has been addressed 

Mitigation
• Each risk should have supporting documentation
• Think of an audit process – what is needed to mitigate the issue
• Controls (Mitigate what you can)  
• Training and awareness
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BUSINESS CONTINUITY INCIDENT CATEGORIES
Risk Avoidance  
• An informed decision not to become 

involved in or to withdraw from a risk 
situation

• Remove or replace the risk or the 
impact from risk

• Stay out of the water  
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Risk Tolerance   
à Initially Defer 

• A measure of the degree of uncertainty 
an entity is willing to accept 
in respect of negative changes
to business or assets

• The degree of variability in returns 
that an entity is willing to stand

Risk Acceptance  
• A management decision to take no 

action to mitigate the impact of a 
particular risk. 

Risk Mitigation   
• Implementation of measures to deter 

specific threats to the business operations 
and/or respond to any occurrence of such 
threats in a timely and appropriate manner.

• Activities taken to eliminate/reduce the 
severity or consequences 
of an emergency. 

14
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IDENTIFY RISK

Identify Risk – What keeps your C-Suite up at night?
Where to find the risks that impact me:  
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Resources
• Leadership
• Insurance Policies
• Past incidents
• Your Industry regulatory, 

guidelines, trends, etc. 
• Contracts
• Compliance
• Financial Impact

Current Risk
• Past Incidents (validation) 
• Exercise Risk (validation)
• Current Risk
• Historical Risk
• Geological Risk
• Financial Risk
• Operational Risk
• Supply Risk
• Vendor Risk
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BUILD YOUR ASSESSMENT

Foundation and alignment
• Your Risks
• C-Suite Risks
• Other Resources
• Organization Mission Statement
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HVA OR RISK TEMPLATE

Using the Template (Handout)

• Risks
– Down the left side
– Add, Delete, Combine according to your company risks  

• Impacts
– Across the top 

• Scoring & Weighting and Scoring Methods 
– Identify criticality with weighting
– Include the Legend across the top
– Scale 1, 2, 3, etc.   Make it easy
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RISK TEMPLATES

Templates – use any current templates

Download here
https://www.calhospitalprepare.org/hazard-vulnerability-analysis 18
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https://www.calhospitalprepare.org/hazard-vulnerability-analysis
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FEMA RISK TEMPLATE

FEMA Template

https://www.fema.gov/
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RISK ASSESSMENT

Risk Assessment / Analysis
• Identify the risks to an organization

• Assess the critical functions necessary for an organization to 

continue business operations

• Define the controls in place to reduce organization exposure  

• Evaluate the cost for such controls 

DRJ 2020
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https://www.fema.gov/
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HAZARDS VULNERABILITY
ASSESSMENT

What is a Hazard Vulnerability Assessment (HVA) 
• Tool to help evaluate vulnerability to specific hazards 
• Puts each hazard in perspective by using categories 

• i. Probability 
• ii. Human impact 
• iii. Property and business impact 
• iv. Response 

• Creates a numeric value to give a relative threat 
• An evolving document 
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HAZARDS VULNERABILITY
ASSESSMENT

HVA Recommended for Hospitals, utilities, etc.  
• Provides the Joint Commission with a common understanding about 

the hazard risks that it faces and helps to prioritize issues for the 
EMP to address. 

• A properly developed HVA provides  the “needs assessment” for the 
EMP and guides its direction.

• Risk Assessment identifies the Probability
• HVA identifies what is needed if that risk occurs.  

1. Categorize assets and resources or capabilities in a system. 
2. Quantifiable value and the value of the resources
3. Determine  threats or vulnerabilities to every resources

• Serves as a needs assessment for the Emergency Management 
Program
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RISK ASSESSMENT/HVA SUMMARY

Purpose:  Make Risk Based Decisions 
a.  Address your vulnerabilities 
b.  Mitigate hazards 
c.  Respond to disruptions/outages 
d.  Recover from disruptions/outages 
e.  Create a plan to identify your risk
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RISK IDENTIFICATION

Top Risks and Categories    
1.
2.
3.
4.
5.
6.
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MITIGATION

Approaches to Mitigate Risks   
• Identify Risks that matter 
• Criteria to prioritize – most to least critical 
• Whether a risk is an asset, vulnerability or threat 
• Approaches to Mitigate those risks

Outcome
• Mitigate what you can
• Manage (or accept) the rest 
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RISK MITIGATION

Risk Mitigation    
• Implementation of measures to deter 

specific threats to the business operations 
and/or respond to any occurrence of such threats 
in a timely and appropriate manner.

• Activities taken to eliminate/reduce the severity or 
consequences of an emergency. 
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CASE STUDY

Kaiser Permanente, January 17 – 27, 2020
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INTERNAL COLLABORATION

Coordinate and Validate Risk Among Teams    
• BC  Risk Assessment 
• EM  HVA  
• DR  Risk Assessment
• IT/InfoSec  

– IT 
– Vendor Risk 
– Physical Risk
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VENDOR MANAGEMENT

Does your Vendor pose a Risk?  
• Critical Vendors – have you reviewed/signed off on their plans?   
• Does this create cascading business risks for your organization?
• Onshore vs Offshore Vendor – specifically political risk?
• Staff Relocation – Continuity or Alternate Housing? 
• Fire, Facilities, Office 

• Sub-lease – what the Landlord covers including  timeframes
• Tenants have insurance covering business and belongings

– cubes, walls, desk, PCs, printers, 
• How quickly get your building up an running?  RentSys, SunGard, Agility
• Exclusions – pay more out of pocket;  first $100k is your responsibility
• Cyber 

Operational Risk 
• How soon will operations be up and running; in what % capacity?
• Financial reserves to meet the deductible and anything else that may 

come up
29
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ADDITIONAL SOURCES

Tribal knowledge
• Type of incidents
• Frequency
• Neighbor company risk, hazmat, etc., other risks  
• Neighbor risk assessment

Contracts
• Line of Business, Contract, SLAs, Requirements
• Force Majeure – duration vs. restoration time

Policies
• Business Interruption
• Cyber
• Error and Omissions – Protects the board members

30
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REPUTATION

Don’t let this happen to you   

31
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QUESTIONS
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THANK YOU!!
Joe Layman, MIS, ITIL, CBCP, CRISC

Phone: (505) 401-1145
Email: joe.bcmone@gmail.com

Susan Zielan, CBCP
Phone: (949) 678-8620
e-mail: susan.bcmone@gmail.com
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